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RESEARCH BRIEF 
STUDY OF INNOVATION AND TECHNOLOGY IN CHINA

Forces Shaping the US Defense Industry

William LUCYSHYN and John RIGILANO

With the US military’s technological edge eroding, the US Department 
of Defense (DoD) has embarked on a path to renew its superiority 

through the implementation of its Third Offset Strategy. Implementation 
will require a vibrant and innovative industrial base; however, external 
forces are actively shaping the US defense industrial base and limiting 
its capabilities. This brief explores some of these forces―including 
continued budgetary pressure, downward trends in research investment, 
a growing regulatory burden, and a reluctance to embrace globalization―
and offers suggestions for a course of action for policymakers.
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INTRODUCTION

In place of the numerical superiority 
of its forces, the US military has come 
to rely on technological advantage, 
highly-qualified operational forces, 
and the ability to sustain those forc-
es. Between 1988 and 2000 defense 
spending declined by 36 percent and 
was mirrored by a proportional drop 
in US troop levels. This new level of 
spending forced a major restructur-
ing of the nation’s defense industry  
in the 1990s. The number of ma-
jor US-based defense and aerospace 
companies was reduced from 21 to 
5 major prime contractors: Boeing, 
Lockheed Martin, Raytheon, General 
Dynamics, and Northrop Grumman. 
Additionally, BAE Systems, a sub-
sidiary of a British firm, operates in 
the United States. This consolidation 
(which included considerable vertical 
integration, with the primary contrac-
tors absorbing many of their suppli-
ers) also had an impact at the lower 
levels, with many of the remaining 
suppliers moving much of their busi-
ness to the commercial sector.1

Today, the defense industrial base 
exists as a small number of large 
firms that provide a permanent and 
effective defense capability. However, 
continued consolidation may begin 
to affect the competitive landscape, 
leaving only one supplier in certain 
areas and eliminating the benefits 
of a once-competitive environment 
characterized by innovation and in-
centives to contain costs. At the same 
time, military leaders, including the 
Deputy Secretary of Defense, have ob-
served that the US military’s techno-
logical edge is steadily eroding.2

The rapid, global diffusion of new 
technologies, coupled with evolving 
geopolitical and business environ-

1  Barry Watts and Todd Harrison, “Sustaining Critical Sectors of the US Defense Industrial Base,” Center for Strategic and Budgetary 
Assessments Report, September 2011.
2  Robert Martinage, “Toward a New Offset Strategy: Exploiting US Long-Term Advantages to Restore US Global Power Project 
Capability,” Center for Strategic and Budgetary Assessments Report, October 2014, iv; Peter Dombrowski, “America’s Third Offset 
Strategy: New Military Technologies and Implications for the Asia Pacific,” RSIS Policy Report, June 2015, 5–6.
3  Amy Belasco, “Defense Spending and the Budget Control Act Limits,” Congressional Research Service Report, July 22, 2015, 
https://www.fas.org/sgp/crs/natsec/R44039.pdf.

ments, have created a great deal of 
uncertainty within the US national se-
curity environment. In an effort to re-
gain its technological advantage, the 
DoD is now pursuing a Third Offset 
Strategy to renew and perhaps ad-
vance the competitive advantage of 
the United States and its military al-
lies. This approach seeks to overcome 
or “offset” the military gains made 
by potential peer competitors like 
China and Russia, primarily through 
investments in superior technology. 
A key component of the initiative is 
a research program that will target 
several promising technology areas, 
including robotics and system auton-
omy, miniaturization, big data, and 
advanced manufacturing, while also 
seeking to improve the US military’s 
collaboration with innovative private 
sector enterprises.

Implementing this strategy while 
addressing current and emerging se-
curity threats—for example, global 
terrorism, cyberattacks, proliferation 
of weapons of mass destruction, in-
stability in the Middle East, the rise of 
a potential peer competitor—will re-
quire a vibrant and innovative indus-
trial base. Accordingly, the DoD must 
pursue forward-looking policies that 
take into account forces that are shap-
ing the defense industrial base.

The forces that play the most sig-
nificant roles are: 1) continued bud-
getary pressure on the DoD; 2) down-
ward trends in overall US research 
investment; 3) the growing regulato-
ry burden faced by defense contrac-
tors; and 4) a reluctance to embrace 
globalization in the defense industrial 
realm.

Continued Budgetary Pressure
Following the drawdown of contin-
gency operations, and in response to 

mounting pressure, the DoD’s budget 
has already declined significantly (by 
more than 30 percent) from its high 
in fiscal year (FY) 2008. Historically, 
the DoD budget has displayed a cycli-
cal trend (in current dollars), rising as 
threats to national security increase, 
and declining during peacetime or 
when the threats ease. Over the past 
six years the US Congress has enacted 
the Budget Control Act (which was lat-
er amended), the American Taxpayer 
Relief Act, and the Bipartisan Budget 
Act, all of which have led to significant 
budgetary fluctuations for the DoD.

Starting in FY 2013, long-term 
defense spending plans underwent a 
series of cuts. According to the Con-
gressional Research Service, the gap 
between the Obama administration’s 
budget plans and the Budget Control 
Act caps narrowed between FY 2013 
and FY 2015 as the administration in-
corporated additional savings into its 
plans. The FY 2013 defense budget 
fell by $519 billion, from $6.4 trillion 
to $5.9 trillion. It fell again in FY 2014 
and FY 2015, by $93 billion and then 
by $188 billion. In FY 2016, the de-
fense budget was $5.6 trillion, which 
represents a reduction of $800 mil-
lion compared to FY 2013.3

Against this backdrop of declining 
resources, the DoD has seen substan-
tial growth in the cost of operations 
and maintenance (O&M). O&M costs 
increased by 34 percent in real terms 
between 2000 and 2014. A major 
driver of this growth was the cost of 
military healthcare. Costs increased 
by 130 percent between 2000 and 
2012, outpacing growth in both the 
economy and in per capita healthcare 
spending in the United States. In FY 
2014, O&M costs increased to $193.5 
billion; in FY 2017 costs are expected 
to reach $205.9 billion. O&M costs are 
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still on the rise, constraining funds 
available for investment in new pro-
grams.4

As the DoD faces growth in O&M 
spending and continued budgetary 
constraints, spending for acquisitions 
will likely continue to be constrained. 
Limited funds for acquisitions may 
cause further consolidation in the de-
fense industrial base, resulting in a 
market unable to support more than 
one major contractor in each market 
segment (such as fighter aircraft), vir-
tually eliminating competition and 
leading to cost increases, schedule de-
lays, and threats to innovation.

Downward Trends in Research 
Investment
In the post-World War II era, the fed-
eral government provided significant 
levels of financial support for research 
to ensure technological superiority. In 
order to sustain an innovative indus-
trial base, continued investments in 
research and development (R&D) are 
crucial. 

When the R&D investment is 
viewed as a percent of the nation’s 
GDP, federal investment has dropped 
from a high of approximately 1.75 
percent in the mid-1960s to approxi-
mately 0.75 percent in 2013—a dra-
matic decrease. Although private sec-
tor R&D has increased significantly 
over the last decade, the story with-
in defense firms is not as encourag-
ing. The Information Technology and 
Innovation Foundation found that 
R&D spending as a share of sales by 
defense contractors declined by near-

4  Congressional Budget Office, “Long-term Implications of the 2016 Future Years Defense Program,” January 2016, https://www.
cbo.gov/publication/51050.
5   Dan Steinbock, “The Challenges for America’s Defense Innovation,” The Information Technology and Innovation Foundation, 
November 2014, http://www2.itif.org/2014-defense-rd.pdf.
6  Colin Clark, “Lockheed CEO Hewson: IRAD Climbing 5%, Praises Major Air Shows,” Breaking Defense, June 9, 2014, http://
breakingdefense.com/2014/06/lockheed-ceo-hewson-irad-climbing-5-praises-major-air-shows/; Norton Schwartz and Col. 
Tom Harrison, “If the Pentagon buys Less, It Needs to Invest More,” Defense One, July 16, 2014, http://www.defenseone.com/
ideas/2014/07/if-pentagon-buys-less-it-needs-invest-more/88909/; Marcus Weisgerber, “Defense Firms Could Be Skeptical of 
Investing in Research,” Defense One, November 26, 2014, http://www.defenseone.com/business/2014/11/defense-firms-could-be-
skeptical-investing-research/100025/.
7  Frank Kendall, “Better Buying Power 3.0,” white paper, Office of the Under Secretary of Defense Acquisition, Technology, and 
Logistics, September 19, 2014.
8  Zachary Fryer-Briggs and Marcus Weisgerber, “US Giants Skimp on Research, Development,” Defense News, August 19, 2013, 
https://engineeringevil.com/2013/08/19/us-giants-skimp-on-research-development-defense-industry/.

ly one-third between 1999 and 2012.5 
Defense firms typically invest only 2 
or 3 percent of their revenues in R&D, 
a much smaller fraction than com-
mercial sector firms. For instance, 
firms like Microsoft, Panasonic, 
Volkswagen, and Johnson & Johnson 
invest more than 10 percent annually 
in R&D.6

Industry-funded R&D programs 
generally focus on near-term solu-
tions or products for which there is 
clear demand, rather than basic re-
search that may take years to ma-
ture. Defense contractors tend to 
concentrate on developing upgrades 
and complementary technologies for 
in-use products, in an effort to win 
contracts. This type of R&D is more 
likely to result in incremental innova-
tion, as opposed to the development 
of disruptive technologies that enable 
a paradigmatic shift. A focus on evo-
lutionary change could inhibit leap-
ahead breakthroughs (for example, 
stealth), and at the same time enable 
potential adversaries to more easily 
modify their weapons to keep pace 
with US capabilities.

Firms specializing in the design 
and production of weapons systems 
and other defense goods may invest 
less than commercial-sector firms be-
cause they are limited in their abil-
ity to recoup their R&D costs through 
traditional means—that is, by spread-
ing them across their product portfo-
lio. Recognizing this limitation, the US 
Congress established the Independent 
Research and Development (IR&D) 
program. This program is, in a sense, 

a market intervention designed to en-
courage the defense industry to invest 
more in forward-thinking solutions to 
the nation’s greatest security chal-
lenges, by providing partial remuner-
ation to reduce the associated costs. 

In 2014, the DoD was spending ap-
proximately $4 billion a year on IR&D, 
with more than half of the funds going 
to prime contractors.7 At first glance, 
IR&D and bid and proposal (B&P) 
spending (which accumulate to the 
same government cost pool) seem to 
be on the rise, following general DoD 
budget trends. When taken as a per-
centage of sales to the DoD, however, 
it becomes clear that firms are actu-
ally investing proportionately less on 
IR&D than in years past, which may 
be cause for concern. In fact, a 2013 
Defense News analysis of R&D spend-
ing by top defense contractors shows 
independent IR&D spending “de-
clined by nearly a third in percentage 
terms from 1999 to 2012.”8

The Growing Regulatory Burden
The DoD’s acquisition process is 
tightly regulated. These regulations 
are intended to help improve acqui-
sition processes; maintain public ac-
countability; and prevent contrac-
tor waste, fraud, and other abuses. 
However, the end result is a system of 
rules and regulations that has no con-
sistent, overarching framework, but 
is rather a compilation of many indi-
vidual mandates designed to address 
specific issues.

Currently, the DoD’s acquisition 
process is directed by three broad 
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sets of regulations—the Federal 
Acquisition Regulation (FAR), the De-
fense Federal Acquisition Regulation 
Supplement, and unique component 
FAR supplements—as well as a vari-
ety of statutes and policies. There are 
costs to implementing each of the nu-
merous regulations, and although the 
costs of complying with any individu-
al rule may not be significant, the cu-
mulative effects of complying with all 
the mandates are significant. 

A number of studies have attempt-
ed to estimate the DoD regulatory and 
oversight cost premium. The most 
comprehensive and most cited is the 
1994 Coopers & Lybrand study, which 
determined that DoD’s acquisition 
regulations and oversight require-
ments added an 18 percent cost pre-
mium―a figure that did not include 
DoD’s direct oversight costs (such 
as government auditors).9 These in-
creased costs reduce the available 
funds for acquisition and increase the 
already high barriers to entry.

Import and export policies also are 
a major regulatory concern. Because 
the United States is a dominant 
source of many countries’ defense 
technology and weapon systems, the 
tension over these policies and their 
impact on the defense industrial base 
is persistent. To maintain its techno-
logical advantage, the United States 
must control foreign access to revolu-
tionary military technologies. On the 
other hand, sales of military weapon 
systems and equipment constitute a 
major US industry that not only im-
pacts their per-unit cost but can also 
be used to help achieve geopolitical 
goals. 

Today’s most important export 
regulatory authorities, the Inter-
national Traffic in Arms Regulations 
(ITAR) and the Export Administration 
Regulations (EAR) both derive from 
the 1970s. The leading legislation in-

9  Coopers & Lybrand and TASC, “The DoD Regulatory Cost Premium: A Quantitative Assessment,” report prepared for Dr. William J. 
Perry, Secretary of Defense, December 1994.
10  Nicole Crain and W. Mark Crain, “The Impact of Regulatory Costs on Small Firms,” report for the Small Business Administration 
Office of Advocacy, September 2010.

cludes the Arms Export Control Act 
(AECA) of 1976, the International 
Emergency Economic Powers Act 
(IEEPA) of 1977, and the Export Ad-
ministration Act (EAA) of 1979.

AECA and EAA both rely on regu-
latory mechanisms for enforcement; 
namely the ITAR, administered by the 
Department of State, and the EAR, ad-
ministered by the Bureau of Industry 
and Science within the Department of 
Commerce. These organizations de-
velop the lists of controlled exports 
in each category, determine which ap-
plicants receive licenses, and punish 
those who violate the law. To remain 
in compliance, exporters must navi-
gate a demanding licensing process 
that can take a significant amount of 
time and resources. Commercial firms 
and small businesses in particular 
fear that if they do business with the 
DoD, the products or critical compo-
nents that they provide will be desig-
nated as critical technologies subject 
to export controls.

Current import restrictions im-
pede the ability of the United States to 
acquire defense-related goods as ef-
ficiently and cost-effectively as possi-
ble. The DoD is barred from acquiring 
foreign suppliers’ products—prod-
ucts that are not only cheaper, but in 
many instances, technically superior. 
Although there is a waiver process, it 
is often lengthy, creating needless de-
lays for products that may not even be 
available domestically.

An additional area of concern is 
the government’s attempt to impose 
what are perceived as unfavorable 
technical data rights policies. Some 
of these policies discourage innova-
tion and can limit competition, es-
pecially from commercial firms and 
small business. For example, com-
mercial firms could lose their intel-
lectual property rights on past devel-
opments―excluding “off-the-shelf” 

commercial items―if they do not have 
the past engineering and account-
ing records to prove development 
at private expense. Unless a contrac-
tor can prove that their intellectual 
property (IP) for a given federal con-
tract was developed at private eX-
pense, the government now has the 
right to that IP.

For many small and non-tradition-
al firms, the combined regulatory bur-
den constitutes a significant barrier 
to entry. For these firms, the ‘costs to 
play’ are simply far too high; compli-
ance with cost accounting standards, 
auditing burdens, and legal compli-
ance with government regulations 
outweigh potential profits.10

Reluctance to Embrace 
Globalization
The impacts of globalization on de-
fense must be better understood so 
that policymakers can better balance 
the requirements of defense industri-
al and trade policy with political, eco-
nomic, and security considerations. 
Today, technology development and 
production are globally dispersed. 
As a result, the US defense industri-
al base has become increasingly re-
liant on international sources for its 
development, production, and provi-
sion. Non-US firms are major players 
within the US defense industrial base. 
Moreover, these companies often 
work with each other across national 
boundaries.

No defense program illustrates 
the role that non-US firms play in 
developing and manufacturing US 
weapons systems better than the 
F-35 Joint Strike Fighter. Nine na-
tions partnered in the F-35’s 10-year 
system development and demonstra-
tion (SDD) phase. By partnering with 
the United States during SDD, firms in 
these countries could bid for work on 
a “best value” basis and participate in 
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the development and acquisition of 
the aircraft.

It is regrettable, then, that current 
US defense policy does not address, 
let alone embrace, today’s technology 
and industrial globalization. Because 
there is no agreed-upon point of ref-
erence, Congress, industry, and the 
public regularly challenge DoD de-
cisions to, for example, buy or lease 
foreign systems, collaborate on proj-
ects with overseas partners, or share 
technology with allies. To be sure, 
there are risks associated with global-
ization, especially within the context 
of national defense. This is precisely 
why the United States must pursue a 
defense industrial policy that antici-
pates, rather than reacts to, the ex-
pansion of global trade and techno-
logical innovation.

US dominance in most fields of 
science and technology (S&T) has 
dropped off rapidly since the latter 
half of the last century, when almost 
half of all scientists and engineers 
conducting research were doing so in 
the United States. The lack of quali-
fied graduates in science, technol-
ogy, and engineering has begun to 
erode America’s global competitive-
ness. The United States ranks near 
the bottom of the list in terms of its 
percentage of doctorates in the natu-
ral sciences and engineering, manu-
facturing, and construction.11

Another perceived challenge, “off-
shoring,” is a politically charged top-
ic that is often blamed for exploit-
ative practices and lost American 
jobs. However, while relocating pro-
duction and manufacturing of goods, 
often to Asian countries, may have 
moved some jobs away from the 
United States, IT companies such as 
IBM, Dell, Cisco, and Apple have also 
moved significant portions of their 
businesses, to include engineering 
and design functions, outside of the 
United States, primarily to India and 
China. 

11  Organization for Economic Cooperation and Development, OECD Science and Industry Scorecard 2015: Innovation for Growth and 
Society (Paris: OECD Publishing, 2015).

Given these challenges, autarky—
that is, non-reliance on outside sourc-
es—may seem to be desirable policy; 
however, given the current environ-
ment—that is, domestic budgetary 
realities and the pace of foreign tech-
nological innovation—protectionist 
policies are not only unaffordable, 
but would quickly lead to an evapo-
ration of US military superiority. In 
fact, today every US weapons system  
contains foreign parts—not because 
they are cheaper, but because they 
are better.

THE WAY FORWARD
The international security landscape 
is constantly evolving, and as a result, 
the DoD needs flexible capabilities to 
meet a wide range of mission needs. 
Acquiring modernized capabilities to 
respond to these new security chal-
lenges as they emerge is paramount 
to US national security. To a large 
degree, US military dominance will 
depend on the ability of its military 
forces to retain their technological 
advantage over potential adversaries. 
This outcome will be directly reliant 
on a vibrant defense industrial base.

Although today’s defense indus-
try has provided the DoD with the 
required weapons development and 
manufacturing capabilities, the exist-
ing industry may not be well suited 
for the rapidly evolving future secu-
rity environment. To a large degree it 
will be shaped by the forces described 
in the previous sections. To adapt to 
these forces, the DoD and the defense 
industry should collaborate in pur-
suing a deliberate course of action, 
which is outlined in the sections that 
follow.

Plan for Ways to Maintain the 
Required Industrial Base
Continued US military dominance will 
be based, to a large degree, on the abil-
ity of US forces to maintain their tech-

nological advantage over potential ad-
versaries. In today’s rapidly changing 
threat environment, other states and 
non-state actors are working diligent-
ly to overcome this technological ad-
vantage. The defense industrial base 
must be more responsive to rapidly 
changing requirements, focus more 
on technology and innovation, offer 
the DoD lower-cost alternatives, and 
provide responsible management.

Based on anticipated budgetary 
constraints, the DoD must also ad-
dress future industry consolidations 
and mergers. The impacts of poten-
tial mergers and acquisitions must be 
evaluated; the DoD’s goal should be 
to maintain at least two viable, com-
petitive suppliers in mature markets. 
In sectors where technology is rapid-
ly evolving or demand is exceptional-
ly high, a greater number of suppliers 
should be maintained. The objective 
must be to create an industrial base 
that is vibrant enough to preserve a 
competitive environment, while dis-
couraging anti-competitive consoli-
dation (horizontally or vertically) and 
anti-competitive teaming. The DoD 
should develop an appropriate mix of 
incentives to encourage industry to 
take the necessary actions.

Continue to Invest in Research
To achieve its future objectives, the 
DoD must continually focus on main-
taining its technological superior-
ity—even as technology continues 
to change and improve at an ever- 
increasing pace. This will require the 
DoD to incentivize the industrial base 
to resist the demonstrated tendency 
to reduce funding for S&T research 
and other “engines of innovation.”

There is a need to balance the 
DoD’s desire to seek broad IP rights 
(to foster competition and provide 
efficient product support during a 
system’s life cycle) with commercial 
firms’ desire to profit from their R&D 
investment. IP rights provide a strong 
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incentive for firms to conduct re-
search and innovate, providing them 
with a competitive advantage. These 
incentives are diminished when the 
balance shifts too much in favor of 
the government. The DoD must bet-
ter protect data rights and develop 
profit policies that reward commer-
cial firms with a fair market value  
for their technical data. This is par-
ticularly important for small and non-
traditional firms, if they are to enter 
the defense market.

Finally, the DoD should communi-
cate a unified technology strategy so 
that firms can better direct their re-
search investments to develop inno-
vative solutions that meet DoD objec-
tives. 

Reduce the Regulatory Burden
The current government acquisition 
regime does not facilitate the develop-
ment, deployment, and support of the 
innovative, affordable, and rapidly-
acquired weapons, systems, and ser-
vices needed by twenty-first century 
forces. Reform initiatives should work 
to streamline and rationalize existing 
policies and procedures and strive to 
reduce the regulatory burden.

Relax Import and Export 
Restrictions
Import and export controls are nec-
essary in some cases to protect US 
military technology as well as the 
health of the defense industry; how-
ever, the current system has signifi-
cant flaws that negatively impact eco-
nomic growth and national security. 
Correcting these issues will require a 
strong plan of action.

A major concern for commercial 
firms is that having a product con-
trolled by the ITAR, or even having a 
part go into a weapon controlled by 
ITAR, could keep it from being export-

12  Timothy Coffey and Steven Ramberg, “Globalization of S&T: Key Challenges Facing DoD,” Center for Technology and National 
Security Policy, National Defense University, February 2012.

ed. As a result, some firms choose not 
to do business with the US govern-
ment at all, or, at a minimum, refrain 
from selling a product to the US gov-
ernment until that product has wide 
commercial distribution. Barring a 
significant change in export control 
laws and their implementation, these 
factors will continue to impact many 
commercial firms’ investments and 
government contracting decisions.

The United States should also rely 
on free-market exchange, not protec-
tionist import policies, to promote 
and improve competitiveness both at 
home and abroad.

Embrace Globalization
Defense industry globalization is al-
ready underway. To maximize the as-
sociated benefits, the United States 
must embrace this development 
while not losing sight of the associ-
ated challenges. Denying the reality 
of defense industry globalization, or 
insisting that the United States could 
just as easily pursue an autarkic poli-
cy, is counterproductive.

The GDP growth of developing 
nations, combined with demograph-
ic realities, all but guarantee that US 
dominance in S&T will continue to 
decline. In fact, recent estimates by 
Coffey and Ramberg suggest that the 
US share of S&T productivity will con-
tinue to decrease, from 26 percent in 
2005 to 18 percent in 2050.12 In or-
der to remain competitive, US indus-
try will need to rely on more STEM-
degree holders, both American-born 
and foreign. US-educated foreigners 
are not only highly skilled, but are of-
ten highly motivated by their desire to 
gain permanent US residency.

Firms based in both Europe and 
the United States must be encouraged 
to fully compete for contracts award-
ed by governments on both sides of 

the Atlantic in order to facilitate in-
teroperability and take advantage of 
the benefits that derive from compe-
tition. 

Failure to embrace the globaliza-
tion of S&T in general, or defense in-
dustry globalization in particular, will 
isolate the United States from the 
newest developments, the majority 
of which will soon more frequently 
occur in other countries. In order for 
the DoD to shape and take advantage 
of the technologies of tomorrow, it 
should embrace industry globaliza-
tion by relying on the best technolo-
gies available, allowing foreign access 
to certain US technologies, and build-
ing partnerships within the global 
S&T community. 

CONCLUSION
There are many factors that are driv-
ing changes in the twenty-first cen-
tury security environment. While at 
present the United States maintains 
a significant military advantage in the 
world, we should not assume that this 
advantage will last forever. Prudent 
planning and vigilant leadership will 
be necessary to ensure the existence 
of an adequate and innovative de-
fense industrial base so that the DoD 
can execute its Third Offset Strategy 
and ensure US security throughout 
the century.
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